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Information Required

for

Risk Assessment and Internal Control Evaluation

Key Process

(PSTVIUMS
vian)

Critical path
for a system
life cycle. Key
functions that
help a system
achieves its

mission.

Objectives

[V} d
(ngiszasn)

What the process
try to achieved?

What are the key

success criteria for

the process?

Risk Outcome

v 7
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ANNLAEY)

The outcomes
of the process
that we do not
want to happen.
They are
indicators of a

process failure.

Risk Cause
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A
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The event that
cause or lead
to the
undesirable

outcomes.

Desirable

Control

(MINIVANT
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I592)

Things that
should be in
place to reduce
the likelihood
and/or
consequence of
the undesirable
events to an

acceptable level.

Control

Existed?

(MINIVANNN
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¢ ?)

Verify whether
the desirable
controls are
actually being
implemented in

the system.

Control
Working?
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Verify whether
the existed
controls are
producing results

as intended.
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Risk Intelligence capability model

Ad-hoc/Chaotic;
depends primarily
on individual
heroics,capabilities
and verbal wisdom
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1.Tribal&Heroic
CAGGER)

Reaction to adverse
events by specialists
Discrete roles
established for small set
of risks

Typically finance,
insurance, compliance
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d‘ U
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2. Specialist silos

@Be 19 1%Y)

Tone set at the top
Policies, procedures, risk
authorities defined and
communicated Business
function

Primarily qualitative
Reactive
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3. Top-down
(VH-219)

Integrated response to
adverse events
Performance-linked
metrics

Rapid escalation
Cultural,
transformation
Underway

Bottom-up

Proactive
FZUUMIUIHISUDY
Top-up HHFLUUN D

-
13930

4. Systematic
(1952 VUY)

Built into decision-

making

Conformance with
enterprise risk
management process is
incentivized

Intelligent risk-taking
Sustainable

“Risk management is
everyone’s job”
LAmualfdumiives

U Aa
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Un-rewarded risk
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